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1. BOBERSHRN -

JAVASCRIPT
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{
"departmentID": 1

}

2. MZBEBRSEFIMLHHIT—IRZEE , BAIXEZFHmacSha256 8% , LEHBAT
GOLANG

/I dataR MNFZEHAE

func sign(data string, groupSecret string) (ret string) {
hmacObj := hmac.New(sha256.New, [|byte(groupSecret))
hmacObj.Write([]byte(data))
ret = base64.StdEncoding.EncodeToString(hmacObj.Sum(nil))

return ret
}
3. #groupKey, SHEL (FE-LMWER ) . timestampPHiER —NFHF B
GOLANG

timestamp := time.Now().Unix()

groupKey := "groupKey"

str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
sign,
strconv.Formatint(timestamp, 10),

)
4. BE=SHEENFZHRERT -RER , AGIBRLZSR,

GOLANG
signature := sign(str, "groupSecret")

5. B3 NMEYE BIRE EheaderskH#,

GOLANG
req, _ := http.NewRequest(http.MethodGet, "url", nil)
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", strconv.Formatint(timestamp, 10))
req.Header.Set("Signature”, signature)

SEEBHitpE iR BIT

GOLANG
func main() {
data := mapl[string]interface{}{
"departmentID": 1,

}
buf, _ := json.Marshal(data)

groupKey := "groupKey" /| FEERE

groupSecret := "groupSecret" //

dataSign := sign(string(buf), groupSecret)

timestamp := strconv.Formatint(time.Now().Unix(), 10)

str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,

)

1/ sign’y INEE 7R AR 2 LY B 3K

signature := sign(str, groupSecret)
url := "https://openapi.xhey.top/v2/department/sublist"

client := &http.Client{}

req, _ := http.NewRequest("POST", url, bytes.NewBuffer(buf))
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

_, _=client.Do(req)

}

func sign(source string, groupSecret string) string {
hmacObj := hmac.New(sha256.New, [|byte(groupSecret))
hmacObj.Write([]byte(source))
return base64.StdEncoding.EncodeToString(hmacObj.Sum(nil))
}

PythonkR <



PYTHON
-*- coding: utf-8 -*-

import json
import requests
import hashlib
import time
import base64
import hmac

#UTEER

def generate_signature(data, secret_key):
hmac_obj = hmac.new(secret_key.encode('utf-8), data.encode('utf-8'), hashlib.sha256)
return base64.b64encode(hmac_obj.digest()).decode('utf-8")

#ERBE

data = {
"departmentID": 1,

}

json_data = json.dumps(data)
group_secret = "groupSecret”

group_key, timestamp = "groupKey", str(int(time.time()))
data_sign = generate_signature(json_data, group_secret)

str_to_sign = "groupKey={0}&sign={1}&timestamp={2}".format(group_key, data_sign, timestamp)

signature = generate_signature(str_to_sign, group_secret)
url = "https://openapi.xhey.top/v2/department/sublist"

# EERK

headers = {
"GroupKey": group_key,
"Timestamp": timestamp,
"Signature": signature

}

# RIEHTTP POSTiE R
response = requests.post(url, data=json_data, headers=headers)
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5. APIFIR

51 IR EFES

BIRREAES

BEXEER

ERARK : POST

B3Rtk : https://openapi.xhey.top/v2/truth_build/create
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S ¥
BRSH
=2 i) RHE E:puy
["https://net-cloud.xhey.top/group/p BB EERESIER , HE—HURBUED
photoUrlList [IString hoto/4efce4e5-806b-4273-9e33-23  F10% , EEXHBEIGETIERE
2f8f1a3cb6.jpg"] ETRZEL
B baseb4 F&K, ERIRAE
) Y
["'VBORWOKGgoAAAANSUhEUgA zatse_?; ( S;d'?gc"dg;g lq 2;;5
photoBase64List [IString A... ( EA BT Ebase6s , LLAL B HE ) ata:imager., ;basevt, B ;

photoUrlList E4 =& — , th A E T
BN, BUFRBHEEDT10%, &
%50%

"]

88 : photoUrlList & photoBase64List EVFEEE A —AN |, AIRMER , WA ENER ( RFHSE HLE )
: FINFIRIEERAIT R BB 50, photoBaseb4List FIEAN TEAMER K HIARE base64 4w ( 71 Go
base64.StdEncoding. Java Base64.getEncoder(). Python base64.b64encode, JS btoa FYERINFIL ) , BX
‘@E& data:image/png;base64, X3 data URI 5I%R , BNHRESHEIR.

IR [E 25

A el RIHE iR

code Integer 200 RS

msg String success REBHNUHRTIAR
data Object R E#E

--data [IObject (iR IE

----tasklD String 2061412837985579008 F%id, ATERARENER
--status Integer 0 W SRS (0=5 )
--msg String PWHERRELE
timestamp Integer 1780314094 WERETE , UnixadiE 2
Rl

ERRA (HTTP)
POST https://openapi.xhey.top/v2/truth_build/create

%R~ ( Golang API )

GOLANG
url := "https://openapi.xhey.top/v2/truth_build/create"
reqStr :={
"photoUrlList": ["https://net-cloud.xhey.top/group/photo/4efce4e5-806b-4273-9e33-232f8f1a3cb6.jpg"]
¥

reader := bytes.NewReader(([]byte)(reqStr))

groupSecret := "groupSecret" // FEEHE
groupKey :="groupKey" /| EBE
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

client := &http.Client{}
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defer client.CloseldleConnections()
resp, err ;= client.Do(req)

if err != nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err != nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())

&R~ ( Golang API , £/ photoBase64List )

5 FHE# photoUrlList /RBIAE ELAE RETRRE : BB H 4B I H5HE base64 B photoBase64List , E &N
L, BRL, EEREZTE -,

GOLANG

/] BEENA 1 B 7 H 4RSI AR A base64 ( StdEncoding ) ; SEERZERN dataimagel...;base64, ISk

imgBytes, _ := os.ReadFile("/path/to/photo.png")

photoBase64 := base64.StdEncoding.EncodeToString(imgBytes)

reqBytes, _ := json.Marshal(map[string][]string{

"photoBase64List": {photoBase64},
)

reqStr := string(reqBytes) // £/ reqStr #1TMNZ , &R LK * reqBytes

R E A
JAVASCRIPT

"code": 200,
"msg": "success",
"data": {

"data™: [

{"taskID": "2061412837985579008"}

]

status": 0,
"msg": ™

h
"timestamp": 1780314094

}
5.2
WEER
BEXREER
EXRARX : POST

RELREN
o

B

ERituik : https://openapi.xhey.top/v2/truth_build/query

BERSH
&%

tasklD

REZE
K5 E L FRR N gcj02

=L

code

£

String

%m

Integer

~HE

"2061632364592914432"

~IE

200
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B el
msg String
data Object
--taskStatus Integer
--status Integer
--msg String
--list [10bject
----photoUrl String
----photoBase641dx Integer
----status Integer
----msg String
----lat String
----Ing String
----photoTime String
----photoAddress String
----antiFakeCode String
timestamp Integer
Pl

BRI (HTTP)
POST https://openapi.xhey.top/v2/truth_build/query

¥R~ ( Golang API )

GOLANG
url := "https://openapi.xhey.top/v2/truth_build/query"
reqStr :=*{

"taskID": "2061632364592914432"
¥
reader := bytes.NewReader(([|byte)(reqStr))

groupSecret := "groupSecret" // EHE

~pIE

success

https://net-cloud.xhey.top/authVerif
y/photos/f9c24b58-b628-4fch-9484-
dfcOe8ad107a.png

REESK, REX, BHABERX

34.384929

115.839913
2026%05H29H 19:30
BEHE-EE—K
CXPT4TX469K29W

1780366439
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groupKey := "groupKey"  // B
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature", signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err ;= client.Do(req)

if err I= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err I= nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())
RERG (BRERNE | B photoBaseb4List 812 , & photoBase64ldx FE )

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"list": [
{
"status": 0,
"msg": "RIEIEK, #RER, PHABER"
"photoUrl": "https://net-cloud.xhey.top/authVerify/photos/f9c24b58-b628-4fcb-9484-dfcOe8ad107a.
png",
"photoBase641dx": 0,
"lat": "34.384929",
"Ing": "115.839913",
"photoTime": "2026 5054298 19:30",
"photoAddress": "EH & -EE — ",
"antiFakeCode": "CXPT4TX469K29W"
}

1
"taskStatus": 5,

"status": 0,
"msg": ™

h
"timestamp™: 1780366439

}

A : - photoBase64ldx FER{X1Ei% B 5 H photoBase64List B2 AFIRE ; B photoUrlList I E F T AR E
ZFER. - 3 photoBaseb4List Bz AT , photoUrl N IRF i EH L& /G#9 OSS ik ( 7RI HY
...JauthVerify/photos/f9c24b58-....png ) ; i photoUrlList 8128} , photoUrl & A H IR AT R URL, -
status=0 RN ERNE |, status<0 RIBRENBILERE (F L BFR/MNSHRMRSBHE ) o

53 AR EHRE

BREREFS ID, AMESHTHERKBRERBREREEFH ELEZE 0SS, —MESTUUREE 1 KBH , 17
LBEEKBA ; #O5—8T reports REIEKBANNAIREE R,

BUERELREAN taskStatus=5 (BT ) FAM. REOWEIN status RIREER/LEZER , BR
EERPHNBRALSRESTREA—EY ; IERARELERNFEO, MABERIIERRE.
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EXRER
ERAR : POST

&Rt : https://openapi.xhey.top/v2/truth_build/verify_report

sEE o sk
BERSH
B Bl TBE
tasklD String "2061632364592914432"
N sk
iR B2
B *E TE
code Integer 200
msg String success
data Object
--taskID String 2061632364592914432
--reports [1Object
——photoUr] String https://exampIe.com/photos/orlglnaI
-1.jpg
----photoBase64ldx Integer 0
----timestamp Integer 1780367810074

https://net-cloud.xhey.top/authVerif
----ossUrl String y/reports/2061632364592914432-1
780367810074.png

----elapsed Float 2.4
----status Integer 0

----msg String

timestamp Integer 1780367812

S BRKEAENFTFRTEE

iR

BWEES D

#iR

R
RSB MW RTAR
R B iR

WEES ID

REGRIIK | BRESRAXY
—ER, BTURMT MM A
BAREER

1R iZ 8 7 B photoUrlList 8122 #HiR
B, EREALRESHIERH
R URL

X% 8 H i photoBase64List %
AHRE , HEESEER
photoBaseb4List F1E 45 ( M 0 FF
1) ; ZHRTIRE photoUrl

ABUR & ERA EE (ZER)

REE K OSS #bit

ARUHREERFER ()

ARUHREE R SRS , 0 RTH
B

LU AR E S AN 5 AR

¥EsRediE |, Unix BFiE 8

E@1S photoUrl 3 photoBase64ldx <EXBIBES BRI RBH A , TEKH reports RIVBENE,

]
ERRA (HTTP)
POST https://openapi.xhey.top/v2/truth_build/verify_report

%R~ ( Golang API )

GOLANG
url := "https://openapi.xhey.top/v2/truth_build/verify_report"
reqStr :={

"taskID": "2061632364592914432"
¥
reader := bytes.NewReader(([]byte)(reqStr))
groupSecret := "groupSecret" // EEHE
groupKey :="groupKey" /| EBE
dataSign := sign(reqStr, groupSecret)
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timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature", signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err ;= client.Do(req)

if err I= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err I= nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())

iR B R4l
HR— BE URL BIBRERES

S BRKEAENFTFRTEE

photoUrlList ATf& A 1 K ZKBH . RELRP A photoUrl IR [EF5K R 5 S B ES TR K R IA e,

BIRESEMEA

JSON
{

"photoUrlList": [
"https://example.com/photos/original-1.jpg",
"https://example.com/photos/original-2.jpg"

1

}
JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"taskID": "2061632364592914432",
"reports": [
{
"photoUrl": "https://example.com/photos/original-1.jpg",
"timestamp": 1780367810074,
"ossUrl": "https://net-cloud.xhey.top/authVerify/reports/report-1.png",
"elapsed": 2.4,
"status": 0,
"msg": "
h
{
"photoUrl": "https://example.com/photos/original-2.jpg",
"timestamp": 1780367810075,
"ossUrl": "https://net-cloud.xhey.top/authVerify/reports/report-2.png",
"elapsed": 2.1,
"status": 0,
"msg": "
}
1
h
"timestamp": 1780367812
}
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HE= : #iI Baseb4 SIBRKEFS

photoBase64List AlfE A 1 KB KB ., IRELRFFEA photoBase64Idx IR [EZ R H 7E BIEF
photoBase64List HEI 4% ; M 0 FF A1,

BIBESEHEA -

JSON
{

"photoBase64List": |
"iVBORWOKGgoAAAANSUhEUgAA...58 1 3K...",
"i\VBORWOKGgoAAAANSUhEUQGAA... 88 2 5k.."

1

}

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data™ {
"taskID": "2061632364592914432",
"reports": [
{
"photoBase641dx": 0,
"timestamp": 1780367810074,
"ossUrl™: "https://net-cloud.xhey.top/authVerify/reports/report-1.png",
"elapsed": 2.4,
"status": 0,
"msg": "

"photoBase64ldx": 1,
"timestamp": 1780367810075,
"ossUrl™: "https://net-cloud.xhey.top/authVerify/reports/report-2.png",
"elapsed": 2.1,
"status": 0,
"msg": "
}
1
}

"timestamp": 1780367812
}
HIRIRE B
JAVASCRIPT
"code": 504,
"msg": "1 & £ R BT (60s)",
"data": null,

"timestamp™: 1776062479
}

6. MASBFIR
ZcodeEARZET20087 , IREIIEM data I null

codef& e HIRNE
200 Integer success

you can query a maximum of 1000 records,

2001 Integer please be precise with your query conditions
400 Integer param error

401 Integer verify error

403 Integer forbidden

404 Integer not found

500 Integer service error

4002 Integer invalid token
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codef&

4007

4008

4009

4010

4011

4012

4013

i)

Integer
Integer

Integer

Integer

Integer

Integer

Integer
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HRAE
group key or secret not right

you can query a maximum of 1000 personnel
information at a time

time param error
you can query longest of 180 days data

you can use a maximum of three keywords to
search

one keyword contain a maximum of 15
characters

not support watermark ids query



