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1. EOBERSEN -

JAVASCRIPT

{
"departmentID": 1

}

BraEE
L&

2. MZBERSBFINLHMIT—RESR , BEI{XXFHmMacSha256 5% , EREHBUT :

GOLANG
Il dataR MEZHI A B
func sign(data string, groupSecret string) (ret string) {
hmacObj := hmac.New(sha256.New, [|byte(groupSecret))
hmacObj.Write([]byte(data))
ret = base64.StdEncoding.Encode ToString(hmacObj.Sum(nil))

return ret
}
3. {EgroupKey, ZHEE (E=-LWNER ) . timestampPHEN —NFRH
GOLANG

timestamp := time.Now().Unix()

groupKey := "groupKey"

str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
sign,
strconv.Formatint(timestamp, 10),

)
4, BE=SHERNFHEBHRIT RER , HEIRLESR,
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GOLANG
signature := sign(str, "groupSecret")

5. BX NMEYE BIRE EheaderskH#,

GOLANG
req, _ := http.NewRequest(http.MethodGet, "url", nil)
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", strconv.Formatint(timestamp, 10))
req.Header.Set("Signature", signature)

SEEHtpE P IHABMT

GOLANG
func main() {
data := map[string]interface{}
"departmentID": 1,

}
buf, _ := json.Marshal(data)

groupKey := "groupKey" /| BB
groupSecret := "groupSecret" // EHE
dataSign := sign(string(buf), groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
11 sign 3 INZEFRAE AP E LAY B3
signature := sign(str, groupSecret)

url := "https://openapi.xhey.top/v2/department/sublist"

client := &http.Client{}

req, _ := http.NewRequest("POST", url, bytes.NewBuffer(buf))
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

_, _=client.Do(req)
}
func sign(source string, groupSecret string) string {
hmacObj := hmac.New(sha256.New, [|byte(groupSecret))
hmacObj.Write([]byte(source))
return base64.StdEncoding.EncodeToString(hmacObj.Sum(nil))
}

PythonhR Zx

PYTHON
-*- coding: utf-8 -*-

import json
import requests
import hashlib
import time
import base64
import hmac

#UHESR

def generate_signature(data, secret_key):
hmac_obj = hmac.new(secret_key.encode('utf-8'), data.encode('utf-8'), hashlib.sha256)
return base64.b64encode(hmac_obj.digest()).decode('utf-8")

#BERBE

data = {
"departmentID": 1,

}

json_data = json.dumps(data)
group_secret = "groupSecret"

group_key, timestamp = "groupKey", str(int(time.time()))
data_sign = generate_signature(json_data, group_secret)

str_to_sign = "groupKey={0}&sign={1}&timestamp={2}".format(group_key, data_sign, timestamp)
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signature = generate_signature(str_to_sign, group_secret)
url = "https://openapi.xhey.top/v2/department/sublist"

# HEERK

headers = {
"GroupKey": group_key,
"Timestamp": timestamp,
"Signature": signature

}

# RIEHTTP POSTIER
response = requests.post(url, data=json_data, headers=headers)

2.4 Webhook H#£3% tn&

B2 : EE T webhookth 11k B9 Bl BA th #4747 BB #& groupKey BA K groupSecret , BN T E# 1TZE B WAL,

1. 3RElheaderskH#Timestamp. GroupKey, Signatures

. B Timestamp, GroupKeyR&E &%, ( TimestampREMNEZAFBHITENL )

. REVHEIERSE , HBEGroupKeyd Bi# GroupSecret4 & DataSign.

GOLANG
body, _ := ioutil.ReadAll(c.Request.Body)
timestamp := c.GetHeader("Timestamp")
11 A5 B B B
groupKey := c.GetHeader("GroupKey")
11 B3d groupKey#k BxgroupSecret
dataSign := sign(string(body), "groupSecret")

str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,

)

signature := sign(str, "groupSecret")

return signature == c.GetHeader("Signature")

SAPI #OLR

TRAIEE API £EEO ZNERRIFR FHER / BEREEET,

S| #0

PLZRKY FREVEIBAAR 3 id 5l
PLZRKY FREVEAR T —REPIIFIER
PLZRKY FRERE AR89 FEPITIFIR
PLZRKY EWHINELS

PLZRKY FRERERII AR 2 5 &
PLZRKY HRRRAEREH
PLZRKY HEESWANKAES
B FRERE AR 7

B SUETWEANRA
B RIFR K id RENT Heitsik

BWRAR
POST
POST
POST
POST
POST
POST
POST
POST
POST

POST

2
3

GroupKey, DataSign. Timestamp##FK — N F&F 5 H BT GroupSecrett B & & B Signature
5. R FE ML 4 K Signature 2 & Sheader® B Signature — 2
&

HREE
/v2/group/user/idList
Iv2/group/sublist
/v2/department/sublist
/v2/department/info
/v2/department/userList
Iv2/user/info
Iv2/user/infos
/v2/group/photo
/v2/group/photo/search

/v2/group/photo/downloadUrl



e &0

oy RIFR AT id REUK DR
Ly RIER ESEEIREUK DR
Webhook EFHHEE(FEARRA)

4 AR ZR¥EO

4.1 FREVERBARX 5 id 5l 2
IREVFARA R 5 id %) 3=

HEAER

EXRF : POST

&Rtk : https://openapi.xhey.top/v2/group/user/idList

REIZH
B el
code Integer
msg String
data [IString
timestamp Integer

Rl

HRRA (HTTP)

POST https://openapi.xhey.top/v2/group/user/idList
&R =% ( Golang API )

GOLANG
url := "https://openapi.xhey.top/v2/group/user/idList"

groupSecret := "groupSecret"// EHiE
groupKey := "groupKey"// T iE
dataSign := sign("", groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, nil)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature", signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err := client.Do(req)

if err 1= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

S BRKEAENFTFRTEE

BHRAR EREE

POST Iv2/group/watermark/byPhotold
POST /v2/group/watermark/byTime
— nNET7TE

~BIHE Ei::pu

200 RS

success REBNEHRTIAS
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var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)

if err 1= nil {
fmt.Printin(err)
return
}
fmt.Printin(buf.String())
IR [E R
JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": ["open-06ns8591-02pr-941qg-n81r-snn8340598r5","open-3q3p3182-p7s6-90nr-4044-s5nq3ro9n6n5"],
"timestamp": 1629099324
}

4.2 FREVARN T — R BB 51 R
WAARZEORBEARTHAMEER FIP15&R,
HEXER

BERFER : POST

&3R4k : https://openapi.xhey.top/v2/group/sublist

REIS
=L el TOE iR
code String 200 RS
msg String success RSB RHIRTHE
data [IObject BEIRNE
|—id Integer 17 BBiTid
|—grouplD Integer 42180013 F BAid
|—name String IZE L e
timestamp Integer 1629092630 ¥ERETE , Unixes a1 &

Rl
HRRA (HTTP)

POST https://openapi.xhey.top/v2/group/sublist
&R =% ( Golang API )

GOLANG
url := "https://openapi.xhey.top/v2/group/sublist”

groupSecret := "groupSecret" // FEHF
groupKey := "groupKey" /| ERE
dataSign := sign("", groupSecret)
timestamp := strconv.FormatInt(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, nil)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature", signature)
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client := &http.Client{}
defer client.CloseldleConnections()
resp, err := client.Do(req)

if err 1= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)

if err 1= nil {
fmt.Printin(err)
return
}
fmt.Printin(buf.String())
AEIR]
JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": [{
"id": 1,
"grouplD™": 42180013,
"name": "G Eh4b"
ho
"id": 4,
"grouplD™": 42180013,
"name": "X EBI]"
1,
"timestamp": 1629101164
}

4.3 FREVEEZRITHY FER11 53R
BEHITidARAED |, SREVZEBII TWEER FB15I&K,
BERER

BHERAR : POST

&3R4k : https://openapi.xhey.top/v2/department/sublist

BodyZ#k

=L E3ic] REMSE RE
departmentID Integer 2 241
R EIZS#

B *E TE

code String 200

msg String success

data [10bject

|—id Integer 981090726
|—parentID Integer 241

|—name String IZE L

timestamp Integer 1629092630
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S BRKEAENFTFRTEE

]|
BERRB (HTTP)
POST https://openapi.xhey.top/v2/department/sublist

¥R~ ( Golang API )

GOLANG
reqStr :='{
"departmentID": 46
¥

reader := bytes.NewReader(([]byte)(reqStr))
url := "https://openapi.xhey.top/v2/department/sublist"

groupSecret := "groupSecret" // T iE
groupKey :="groupKey" /| B
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err := client.Do(req)

if err 1= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err 1= nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())

IR [E R
JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": [{
"id": 18,
"parentID": 17,
"name": "RZEPI]"
H
"id": 73,
"parentID": 17,
"name": "W FBIT2"
1,
"timestamp": 1629101550

4.4 BERHEPIER
BB TidABAED | FREUZIBIINIFEER,
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EXRER

BRAR : POST

iER#uit : https://openapi.xhey.top/v2/department/info

BodyZ#k
=L EAME RE
departmentID = 241
iR B2
B *E TE
code String 200
msg String success
data Object
|—id Integer 981090726
|—parentID Integer 241
https://net-cloud.xhey.top/group/ph
|—avatar String oto/a3bc63de58978dcb328ed8411
5d122¢9.jpg
|[—name String ZELE
|—containSubDept Boolean false
|—memberNum Integer 166
timestamp Integer 1629092630

]|

BRRA (HTTP)

POST https://openapi xhey.top/v2/department/info
R =% ( Golang API )

GOLANG
reqStr :='{
"departmentID": 46

}
reader := bytes.NewReader(([]byte)(reqStr))

url := "https://openapi.xhey.top/v2/department/info"

groupSecret := "groupSecret" // T &
groupKey :="groupKey" /| B
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

client := &http.Client{}

defer client.CloseldleConnections()
resp, err := client.Do(req)
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if err 1= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err 1= nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())
IR [E R

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"id": 17,
"parentID": 3,

"avatar": "https://net-cloud.oss-cn-beijing.aliyuncs.com/icon/department-av.jpg",

nnamen: llﬁﬁ%"‘
"containSubDept": false,
"memberNum": 166
h
"timestamp": 1629101848

}

4.5 FREVERITT BY 5 B 5%

B EIIEAAED | REZE M EE L,

EXRER
EHRAR : POST

¥Rkt : https://openapi.xhey.top/v2/department/userList

BodyZ#
B i)
departmentID Integer
pageSize Integer
pageNo Integer

REME

o

S BKEN#EHlapiB R3H - 11

~piIE

17

100

S BKMAINFTFREE

Eiipuy
B 7id

XHIREN , EAEEK
, MRF% , BRIAEF 1000

XRFSNEN , PR ,
WMRTE , BIAMEN1



open_6e13763f_68d4_49d1_9178_

https://net-cloud.xhey.top/group/he
adimg/avatar_default_1_d0b9ef45-
a1de-428-82f6-8f4d674a8b07 .jpeg

s\ sk
REZ#
B xE TBE
code String 200
msg String success
data [10bject
|—hasMore Boolean true
|—nextPageNo Integer 2
|—users [10bject
— ID |
F——user nteger 06998191a5c8
|——nickname String zackhuang
|——headlmgUrl String
|——mobile String 18604XXXXXX
timestamp Integer 1629092630

~l

HRRH (HTTP)
POST https://openapi.xhey.top/v2/department/userList

&R =% ( Golang API )

GOLANG

reqStr :={
"departmentID": 46,
"pageSize™: 100,
"pageNo": 1
¥
reader := bytes.NewReader(([|byte)(reqStr))

url := "https://openapi.xhey.top/v2/department/userList"

groupSecret := "groupSecret" // EEHE
groupKey := "groupKey"  // B
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature", signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err ;= client.Do(req)

if err I= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err I= nil {
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S BRKEAENFTFRTEE

fmt.Printin(err)
return

}

fmt.Printin(buf.String())
R E R

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"hasMore": false,
"nextPageNo": 0,
"users": [{
"userlD": "open-81415183-2024-961s-n43s-4s980566pr34",
"nickname": "zackhuang",
"headlmgUrl": "https://net-cloud.xhey.top/group/headimg/avatar_default_1_44c84097-f99c-4603-aaf5-
49ff10b1b8a0.jpeg",
"mobile": "18801611111"
i
h
"timestamp™: 1629102955

4.6 FIRARK R E R E W

B AFGRAAED , REAFWEEEL.
EXER

ERAX : POST

¥Rkt : https://openapi.xhey.top/v2/user/info

BodyZ#
=L £ REMSE TBIE Ei:pu
. = open_6e13763f_68d4_49d1 .
userlD String 2 9178 06998191a5c8 Arid
REIS#
B E3id) RBIE Ei::pu
code String 200 RS
msg String success RSB RHRTAS
data Object BEAE
X open_6e13763f_68d4_49d1_9178_ .
|—userID String 06998191a5c8 AFid
|—nickname String zackhuang BEFR

https://net-cloud.xhey.top/group/he
|[—headlimgUrl String adimg/avatar_default_1_dOb9ef45-  skffithit
a1de-428-82f6-8f4d674a8b07 .jpeg

|——mobile String 18604XXXXXX FNSH
timestamp Integer 1629092630 ¥ERETE , Unixes a1 &
]|

BERRH (HTTP)

POST https://openapi.xhey.top/v2/user/info
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S BRKEAENFTFRTEE

R =% ( Golang API )

GOLANG
reqStr :='{
"userlD": "open-991733sg-3pqr-988g-0816-5n98r988sqrn"
¥
reader := bytes.NewReader(([]byte)(reqStr))

url := "https://openapi.xhey.top/v2/user/info"

groupSecret := "groupSecret" // T iE
groupKey :="groupKey"  // B
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err := client.Do(req)

if err 1= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err 1= nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())
R E R

JAVASCRIPT

{
"code": 200,

"msg": "success",
"data": {
"userlD": "open-991733sg-3pqr-988g-0816-5n98r988sqrn",
"nickname": "zackhuang",
"headlmgUrl": "https://net-cloud.xhey.top/group/headimg/avatar_default_1.jpeg",
"mobile": "18602222221"

h
"timestamp": 1629102431

4.7 SIEEWHAKAE R

# B AP, KER S FAE R BAZSE—XEWI10005R TES
EXER

BEXRAH : POST

&SRk : https://openapi.xhey.top/v2/user/infos

S BKEN#EHlapiB R - 14



BodyZ#k
B ESid] RAMIE
userlDs [1String 2
N sk
iR B3
B B3]
code String
msg String
data Object
|—userlinfos [10bject
| userlD String
| nickname String
headimgUrl String
|—————mobile String
timestamp Integer
]|
ERRA (HTTP)
POST https://openapi.xhey.top/v2/user/infos
B3R R 46l ( Golang API )
GOLANG
OreqStr :=*{
O "userIDs": ["open-991733sqg-3pqr-988qg-0816-5n98r988sqrn"]
oy

Oreader := bytes.NewReader(([]byte)(reqStr))
Ourl := "https://openapi.xhey.top/v2/user/infos"

CgroupSecret := "groupSecret" // EHE

ClgroupKey := "groupKey" /| BRI

[dataSign := sign(reqStr, groupSecret)

Otimestamp := strconv.Formatint(time.Now().Unix(), 10)
Ostr := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
O OgroupKey,

O OdataSign,

O Otimestamp,

)

Osignature := sign(str, groupSecret)

Oreq, _ := http.NewRequest("POST", url, reader)
Oreq.Header.Add("Content-Type", "application/json")
Oreq.Header.Set("GroupKey", groupKey)
Oreq.Header.Set("Timestamp", timestamp)
Oreq.Header.Set("Signature”, signature)

Cclient := &http.Client{}
[Cdefer client.CloseldleConnections()
Oresp, err := client.Do(req)

Oif err 1= nil {

O Ofmt.Printin(err)
OOreturn

0}

S BRKEAENFTFRTEE

~IE iR

["open_6e13763f_68d4_49d
1.9178_06998191a5¢8","0

pen_6e13763f_68d4_49d1_ Frid
9178_06998191a5¢8"]
REIE iR
200 RS
success RSB NHRTAS
RERE
RAEEES
open_6e13763f_68d4_49d1_9178_ )
06998191a5¢8 R
zackhuang BEFR

https://net-cloud.xhey.top/group/he
adimg/avatar_default_1_dOb9ef45-  sk{&iht
alde-428-82f6-8f4d674a8b07.jpeg

18604XXXXXX FNSB

1629092630 WERETE , UnixastE1E
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Cdefer resp.Body.Close()

Ovar buf bytes.Buffer

[O_, err = buf.ReadFrom(resp.Body)

Oif err 1= nil {

O Ofmt.Printin(err)
OOreturn

mp

Ofmt.Printin(buf.String())
IR [E R

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"userinfos":[{

"userID": "open-991733sq-3pqr-988g-0816-5n98r988sqrn",
"nickname": "zackhuang",
"headlmgUrl": "https://net-cloud.xhey.top/group/headimg/avatar_default_1.jpeg",
"mobile": "18602222221"

i
h
"timestamp™: 1629102431

}

5 RE#A

5.1 SREXEIRA BB &5

B G RREE A TR R .

EXRER
#HRAR : POST

ERieit : https://openapi.xhey.top/v2/group/photo

BodyZ#
&%

startTime

endTime

userlD

mediaType

pageSize

pageNo

e

Integer

Integer

[1String

Integer

Integer

Integer

|

S BKEN#EHlapiB R # - 16

~lE

1623826153

1629096554

["open-06ns8591-02pr-941
g-n81r-snn8340598r5","ope
n-3q3p3182-p7s6-90nr-404
4-s5nq3ro9n6n5"]

100
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s\ sk
REZ#
B Bl
code String
msg String
data Object
|—hasMore Boolean
|—nextPageNo Integer
[—photos [IObject
|—id Integer
——mediaUrl String
——mediaSimpleUrl String
|——mediaType Integer
|[—time Integer
|——userlD String
timestamp Integer
Pl

BRI (HTTP)
POST https://openapi.xhey.top/v2/group/photo
BERIEX

JAVASCRIPT
{
O"startTime": 1625483483,
O"endTime": 1628161884,

ThifE
200

success

true

981090726

https://net-cloud.xhey.top/group/ph
0to/87485164-6394-4b9d-966e-05a
c786b5160.jpg

https://net-cloud.xhey.top/group/ph
0to/87485164-6394-4b9d-966e-05a
c786b5160.jpg?x-0ss-process=vide
o/snapshot,t_0,m_fast,ar_auto,w_3
00

1627612

open-09325626-s606-93qr-33q9-n5
35snnogn77

1629092630

O"userlD": ["'open_6e13763f_68d4_49d1_9178_06998191a5c8","open_6e13763f_68d4_49d1_9178_06998191a5c8"],

O"mediaType": 0,
[O"pageSize":100,
[O"pageNo":1

}

R~ ( Golang API )

GOLANG
reqStr :=*{
"startTime": 1625483483,
"endTime": 1628161884,

"userlD": ["open_6e13763f_68d4_49d1_9178_06998191a5c8","open_6e13763f_68d4_49d1_9178_06998191a5c8"],

"mediaType": 0,
"pageSize":10,
"pageNo":1
¥
reader := bytes.NewReader(([]byte)(reqStr))

url := "https://openapi.xhey.top/v2/group/photo"

groupSecret := "groupSecret" // T &

groupKey :="groupKey" /| B

dataSign := sign(reqStr, groupSecret)

timestamp := strconv.Formatint(time.Now().Unix(), 10)
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str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature”, signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err := client.Do(req)

if err 1= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err I=nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())
IR [E R

JAVASCRIPT
{
[d"code": 200,
O"msg": "success",
O"data": {
O0O"hasMore": true,
OO"nextPageNo™: 2,
O0O"photos™: [{
O0OOd"id": 981090726,
OO0O"mediaUrl": "https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg",
O O0O"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-
process=video/snapshot,t_0,m_fast,ar_auto",
OOO"mediaType™: 0,
OO0O"ime": 1627612397,
OOO"userID": "open-0g325626-s606-93qr-33q9-n535snnoqn77"
ooy, {
O0Od"id": 981090725,
OO0O"mediaUrl": "https://net-cloud.xhey.top/group/photo/7b4b1def-da53-470e-baec-7b5ed4945aed.jpg",
O O0O"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-
process=video/snapshot,t_0,m_fast,ar_auto",
OOO"mediaType™: 0,
OO0O"ime": 1626056664,
OOO"userID": "open-0g325626-s606-93qr-33q9-n535snnoqn77"
ooy, {
O0O0d"id": 981090724,
OO0O"mediaUrl": "https://net-cloud.xhey.top/group/photo/d08a25b5-576¢-49eb-8e6d-d34e3b537068.jpg",
O O0O"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-
process=video/snapshot,t_0,m_fast,ar_auto",
OOO"mediaType™: 0,
OO0O"ime": 1626056654,
OOO"userID": "open-0g325626-s606-93qr-33q9-n535snnoqn77"
ooy
)3
O"timestamp": 1629100265
}

52 ZHEEWHNRA

BEMEFAREEARTHREE. BRRAXEEMRN1000%HE  BHIFRER10005%

EXRER
ERAR : POST
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B3Rtk : https://openapi.xhey.top/v2/group/photo/search

BodyZ#

=L

startTime

endTime

userlds

mediaType

watermarkContent

REZH
B
code
msg
data
|—photos

|—id

|——mediaUrl

|[——mediaSimpleUrl

|——mediaType
|—time
|——userlD

timestamp

Bl

BERRB (HTTP)

POST https://openapi.xhey.top/v2/group/photo/search

el

Integer

Integer

[1String

Integer

[Istring

3]
String
String
Object
[1Object

Integer

String

String

Integer

Integer

String

Integer

RENE

|

RIE

1623826153

1629096554

S BRKEAENFTFRTEE

#iR

UnixAd A& , THiE & a4 a0
TR A E) S FF B A B S 4 SR A
BREXF180K , TEE

HIER T BRIA S 24 iRt R A9
180K Z Bi

UnixBY BB , TRIE R4S
REtE S FF ARt E S 4 Rt
BREXE180K , FeE

HO 1R T BRIA S 24 B A A

["open-06ns8591-02pr-941

g-n81r-snn8340598r5","ope

AFidFl&

n-3q3p3182-p7s6-90nr-404

4-s5nq3ro9n6n5"]

BIRKE | 0-K 1-4157
MRFEZE , FoEWH
ZOR1MFIR

["KEDAE"] | KEDR#ETREY
XREEE , ZREXE=A
XEW , BIRBEEKX

15N FHF

~HE
200

success

981090726

https://net-cloud.xhey.top/group/ph
0to/87485164-6394-4b9d-966e-05a
c786b5160.jpg

https://net-cloud.xhey.top/group/ph
0to/87485164-6394-4b9d-966e-05a
c786b5160.jpg?x-oss-process=vide
o/snapshot,t_0,m_fast,ar_auto,w_3
00

1627612

open-09325626-s606-93qr-3399-n5
35snnoqn77

1629092630
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ERIEX

JAVASCRIPT
{
O"startTime": 1625483483,
O"endTime": 1628161884,
[J"Userlds":["open_6e13763f_68d4_49d1_9178_06998191a5c8","open_6e13763f_68d4_49d1_9178_06998191a5c8"],
O"mediaType™: 0,
O"watermarkContent":["7k E1 < 217"]
}

&R =% ( Golang API )

GOLANG

reqStr :={
"startTime": 1625483483,
"endTime": 1628161884,
"userlds":["open_6e13763f_68d4_49d1_9178_06998191a5c8","open_6e13763f_68d4_49d1_9178_06998191a5c8"],
"mediaType": O,
"watermarkContent":["7K EJ < 817"

¥

reader := bytes.NewReader(([]byte)(reqStr))

url := "https://openapi.xhey.top/v2/group/photo/search"

groupSecret := "groupSecret" // EEHE
groupKey := "groupKey"  // B
dataSign := sign(reqStr, groupSecret)
timestamp := strconv.Formatint(time.Now().Unix(), 10)
str := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
groupKey,
dataSign,
timestamp,
)
signature := sign(str, groupSecret)
req, _ := http.NewRequest("POST", url, reader)
req.Header.Add("Content-Type", "application/json")
req.Header.Set("GroupKey", groupKey)
req.Header.Set("Timestamp", timestamp)
req.Header.Set("Signature", signature)

client := &http.Client{}
defer client.CloseldleConnections()
resp, err ;= client.Do(req)

if err != nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

var buf bytes.Buffer
_, err = buf.ReadFrom(resp.Body)
if err != nil {

fmt.Printin(err)

return

}

fmt.Printin(buf.String())
R E R
JAVASCRIPT

{

["code": 200,

O"msg": "success",

O"data": {

O0O"photos™: [{

OOm"id": 981090726,

OO0O"mediaUrl": "https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg",

O O0O"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-
process=video/snapshot,t_0,m_fast,ar_auto",

O0OO0"mediaType": 0,

OO0O"ime" 1627612397,

OOO"userlD": "open-0g325626-s606-93qr-33q9-n535snnogn77"

oo {

OOmO"id™: 981090725,

O OO"mediaUrl": "https://net-cloud.xhey.top/group/photo/7b4b1def-da53-470e-baec-7b5ed4945aed.jpg”,

O O0O"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-
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process=video/snapshot,t_0,m_fast,ar_auto",

OO0O"mediaType": 0,

OOO"ime™ 1626056664,

OOO"userlD": "open-0g325626-s606-93qr-33q9-n535snnogn77"

ooy {

O0O0O"d": 981090724,

OO0O"mediaUrl™: "https://net-cloud.xhey.top/group/photo/d08a25b5-576c-49eb-8e6d-d34e3b537068.jpg",
O O00O"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-
process=video/snapshot,t_0,m_fast,ar_auto",

OO00O"mediaType": 0,

OOO"ime™ 1626056654,

OOO"userlD": "open-0g325626-s606-93qr-33q9-n535snnogn77"

mimp|

a3

O"timestamp": 1629100265

}

5.3 1R R FridZRENH BA BB 7 2K EN %R 33
BEBAIDFIE , KA MKENEE, S5 R N g02,
EXRER

#R A : POST

B3Rt : https://openapi.xhey.top/v2/group/watermark/byPhotold

BodyZ#
=L E3ic) REME TBIE
photolD [integer = 2908;00792087]26,981 090735,98
pageSize Integer = 100
pageNo Integer = 1
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REIS
B xE TBE
code String 200
msg String success
data Object
|—hasMore Boolean true
|—nextPageNo Integer 2
|—watermarks [10bject
|——watermarkID Integer 1444928478914561
|——photolD Integer 981090726
|——userID String 35snnogn77
|——watermarkName String B i 3 RS
|[—time Integer 1627612
|——addr String RETH-RE
|[——weather String & 11° bR <34
|—Ing String 104.065727
|—Ilat String 30.554810
|—altitude String 50.7
|——extends [1Object 981090726
| title String IREN
| content String IREigF
timestamp Integer 1629092630
Rl

BERREI (HTTP)
POST https://openapi.xhey.top/v2/group/watermark/byPhotold
BERIEX

JAVASCRIPT
{
"photolD": [981090726,981090735,981090728,981090718,981090716],
"pageSize": 100,
"pageNo": 1
}

&K ~HI ( Golang API )

GOLANG
OreqStr :={
O "photolD": [981090726,981090735,981090728,981090718,981090716],
[0 "pageSize": 100,
O "pageNo": 1
ay
Oreader := bytes.NewReader(([]byte)(reqStr))

Olurl := "https://openapi.xhey.top/v2/group/watermark/byPhotold"
CgroupSecret := "groupSecret" // A H
OgroupKey := "groupKey" /I ERE

[dataSign := sign(reqStr, groupSecret)
Otimestamp := strconv.Formatint(time.Now().Unix(), 10)
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Ostr := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
O OgroupKey,

O OdatasSign,

O Otimestamp,

)

[signature := sign(str, groupSecret)

Oreq, _ := http.NewRequest("POST", url, reader)
[Oreq.Header.Add("Content-Type", "application/json")
Oreq.Header.Set("GroupKey", groupKey)
[Oreq.Header.Set("Timestamp", timestamp)
Oreq.Header.Set("Signature”, signature)

Cclient := &http.Client{}
[defer client.CloseldleConnections()
Oresp, err := client.Do(req)

Oif err 1= nil {

O Ofmt.Printin(err)
OOreturn

O}

Cdefer resp.Body.Close()

Ovar buf bytes.Buffer

[O_, err = buf.ReadFrom(resp.Body)
Oif err 1= nil {

O Ofmt.Printin(err)

OOreturn

O}

Ofmt.Printin(buf.String())
IR [E R

JAVASCRIPT
{
[d"code": 200,
O"msg": "success",
O"data": {
O0O"hasMore": false,
OO"nextPageNo™: 0,
O0O"watermarks": [{
OO0O"watermarkID": 1444928478913901,
O0OO"photolD": 981090716,
OOO"userID": "open-600q698q3-04ps-99s8-0210-43058r291507",
OOO"watermarkName": "B [E] it A K<,
OOO"time": 1625732,
OO0O"addr": "RR&R - K",
OOO"weather": "#5 17° BRI <34",
OO0O"Ing": "104.065598",
OOmO"at" "30.554556",
O0OO"altitude™: "51.0",
OOO"extends": [
ooy {
OOO"watermarkID": 1444928478914289,
O0OO"photolD": 981090718,
OOO"userID": "open-06ns8591-02pr-941g-n81r-snn8340598r5",
OOO"watermarkName": "B [8] it A K /<",
OOO"time": 1625732,
OO0O"addr": "RR&R - K",
OOO"weather": "#5 17° FEIM<34",
OO0O"ng": "104.065552",
OOmO"at" "30.554632",
O0OO"altitude": "50.5",
OOO"extends": [{
goootte": "TEE#R",
OO00OO"content": "Ti2iEF"
ooy
oo {
OOO"watermarkID": 1444928478914561,
O OO"photolD": 981090726,
OOO"userlD": "open-0g325626-s606-93qr-33q9-n535snnoqn77",
OOO"watermarkName": "B (8] it S K",
OOO"time": 1627612,
OO0 addr": "Ai &R -KRE",
OOO"weather": "i& 11° JERK<34",
OO0O"Ing": "104.065727",
O0O0O"at": "30.554810",
OOO"altitude™: "50.7",
O0OO"extends™: []
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ooy

)

O"timestamp": 1629093972
}

5.4 AR e (B S B IR EUE BA BR f K EN 3R

BT AL R FREE | RO KN BIR, B4HELHRRNGE02,
EXRER

#R A : POST

B3Rk : https://openapi.xhey.top/v2/group/watermark/byTime

BodyZ#
=L E3ic) REME TBIE
startTime Integer 2 1623826153
endTime Integer 2 1629096554
pageSize Integer = 100
pageNo Integer = 1
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REIS

=L

code

msg

data
|—hasMore
|—nextPageNo
|—watermarks

|——watermarkID

|——photolD

|——userID

|——watermarkName
|——time

|—-addr
|——weather
[——Ing

|—Ilat

|—altitude
|——extends

title

content

timestamp

=l

BERRE (HTTP)

POST https://openapi.xhey.top/v2/group/watermark/byTime

ERIEX

JAVASCRIPT
{

O"startTime": 1623826153,
[O"endTime": 1629096554,

O"pageSize™: 100,
[O"pageNo": 1
}

&R =% ( Golang API )

GOLANG
OreqStr :=*{

O ‘“startTime": 1623826153,
O "endTime": 1629096554,

[0 "pageSize": 100,
O "pageNo": 1
ay

Bl
String
String
Object
Boolean
Integer
[10bject
Integer

Integer

String

String
Integer
String
String
String
String
String
[1Object
String
String

Integer

Oreader := bytes.NewReader(([]byte)(reqStr))

Ourl := "https://openapi.xhey.top/v2/group/watermark/byTime'

CgroupSecret := "groupSecret" // A H

CgroupKey := "groupKey"

ThifE
200

success

true

1444928478914561

981090726

open-0q325626-s606-93qr-33q9-n5

35snnoqn77
ARt R RS
1627612
AT R
5 11° LR <34
104.065727
30.554810
50.7
981090726
IREH
TRigx

1629092630
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[dataSign := sign(reqStr, groupSecret)

Otimestamp := strconv.Formatint(time.Now().Unix(), 10)
Ostr := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",
O OgroupKey,

O OdatasSign,

O Otimestamp,

)

[signature := sign(str, groupSecret)

Oreq, _ := http.NewRequest("POST", url, reader)
[Oreq.Header.Add("Content-Type", "application/json")
Oreq.Header.Set("GroupKey", groupKey)
[Oreq.Header.Set("Timestamp", timestamp)
Oreq.Header.Set("Signature”, signature)

Cclient := &http.Client{}
[defer client.CloseldleConnections()
Oresp, err := client.Do(req)

Oif err 1= nil {

O Ofmt.Printin(err)
OOreturn

O}

Cdefer resp.Body.Close()

Ovar buf bytes.Buffer

[O_, err = buf.ReadFrom(resp.Body)
Oif err 1= nil {

O Ofmt.Printin(err)

OOreturn

O}

Ofmt.Printin(buf.String())
IR [E R

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"hasMore": false,
"nextPageNo": 0,
"watermarks": [{
"watermarkID": 1444928478914521,
"photolD": 981090716,
"userID": "open-609698q3-04ps-99s8-0210-43058r291507",
"watermarkName": "B 8] i1 R X',
"time": 1625732,
"addr": "B &R - RE",
"weather": "B§ 17° PRI X <34L",
"Ing": "104.065598",
"lat": "30.554556",
"altitude": "51.0",
"extends": []
ho
"watermarkID": 1444928478915527,
"photolD": 981090718,
"userID": "open-06ns8591-02pr-941g-n81r-snn8340598r5",
"watermarkName": "B 8] i1 R X',
"time": 1625732,
"addr": "R &R - RE",
"weather": "B§ 17° PRI X <34L",
"Ing": "104.065552",
"lat": "30.554632",
"altitude": "50.5",
"extends": [{
"title": "TI2E ",
"content": "TEig X"
i
hAq
"watermarkID": 1444928478915527,
"photolD": 981090726,
"userlD": "open-09325626-s606-93qr-33q9-n535snnoqn77",
"watermarkName": "B [d] # R K<,
"time": 1627612,
"addr": "AR &R - RE",
"weather": "B§ 11° b K<34",
"Ing": "104.065727",
"lat": "30.554810",
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"altitude": "50.7",
"extends": []

1
h
"timestamp": 1629093972

}

6 BE FE#EO
6.1 BE THED

RIERE S ID HLEREURS THbat , BIRERKZSZHEF 1000 NMRA IDo

EXER
#HRAR : POST

B3Rtk : https://openapi.xhey.top/v2/group/photo/downloadUrl

BodyZ#

B el =3
photolDs [linteger =
A
R E1S

B B3]

code String

msg String

data Object

|—photos [1Object

[—id Integer
|——downloadUrl String

timestamp Integer

]|

BERRBI (HTTP )
POST https://openapi.xhey.top/v2/group/photo/downloadUrl
BERIEX

JAVASCRIPT

{
[O"photolDs": [981090726, 981090725, 981090724]

}
&R =% ( Golang API )

GOLANG
OreqStr :=*{
O "photolDs": [981090726, 981090725, 981090724]
oy

[reader := bytes.NewReader(([]byte)(reqStr))

Ourl := "https://openapi.xhey.top/v2/group/photo/downloadUrl"

OgroupSecret := "groupSecret" //

~IE

[981090726,981090725,98

1090724]

~HE
200

success

981090726

https://net-private.xhey.top/group/p
hoto/example.jpg?auth_key=...

1629092630
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CgroupKey := "groupKey"  // B
[OdataSign := sign(reqStr, groupSecret)
Otimestamp := strconv.Formatint(time.Now().Unix(), 10)

Ostr := fmt.Sprintf("groupKey=%s&sign=%s&timestamp=%s",

O OgroupKey,

[OOdataSign,

OOtimestamp,

0)

Osignature := sign(str, groupSecret)

[Oreq, _ := http.NewRequest("POST", url, reader)
Oreq.Header.Add("Content-Type", "application/json")
Oreq.Header.Set("GroupKey", groupKey)
Oreq.Header.Set("Timestamp", timestamp)
[Oreq.Header.Set("Signature", signature)

[Cclient := &http.Client{}
[Odefer client.CloseldleConnections()
Cresp, err := client.Do(req)

Oif err 1= nil {

O Ofmt.Printin(err)
OOreturn

0}

[defer resp.Body.Close()

Cvar buf bytes.Buffer

O_, err = buf.ReadFrom(resp.Body)
Oif err 1= nil {

O Ofmt.Printin(err)

OOreturn

0}

Ofmt.Printin(buf.String())
R E R

JAVASCRIPT
{
"code": 200,
"msg": "success",
"data": {
"photos": [
{
"id": 981090726,

"downloadUrl": "https://net-private.xhey.top/group/photo/example-1.jpg?auth_key=..."

b
{
"id": 981090725,

"downloadUrl": "https://net-private-tx.xhey.top/group/photo/tencent-example-2.jpg?auth_key=..."

b
{
"id": 981090724,

"downloadUrl": "https://net-private.xhey.top/group/photo/example-3.jpg?auth_key=..."

}
]

b
"timestamp": 1629092630

7 Webhook # O

webhook 3R header ##H S NER
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=L
grouplD
photo

|—id

|—mediaUrl

|—mediaSimpleUrl

|—mediaType

|—time

|—userlD

|—userName
watermark

|—watermarkID

|-watermarkldentification

|—photolD

|—userlD

|—watermarkName
|—time

|—addr

|—weather

[—Ing

|—lat

|—altitude
|—extends

title

content

RESH
B
status
message

HRIEX

JAVASCRIPT

Bl
String
Object

Integer

String

String

Integer

Integer

String

String
Object

Integer

String

Integer

String

String
Integer
String
String
String
String
String
[1Object
String

String

el

Integer

String

~lIE

11971798

981090726

https://net-cloud.xhey.top/group/ph
0to/87485164-6394-4b9d-966e-05a
¢786b5160.jpg

https://net-cloud.xhey.top/group/ph
0to/87485164-6394-4b9d-966e-05a
c786b5160.jpg?x-0ss-process=vide
o/snapshot,t_0,m_fast,ar_auto,w_3
00

1627612

open-09325626-s606-93qr-33q9-n5
35snnogn77

HEA

1444928478914561

182ba62d-257e-11ec-5660-3f9500
7345e9

981090726

open-0q325626-s606-93qr-33q9-n5
35snnoqn77

AERRS

BE T RE

5 11° LR <34
104.065727
30.554810

50.7

IREN

IRigF

~HE

200
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{
"grouplD":11971798,
"photo": {

"id": 29043766,

"mediaUrl": "https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg",

S BRKEAENFTFRTEE

"mediaSimpleUrl":"https://net-cloud.xhey.top/group/photo/87485164-6394-4b9d-966e-05ac786b5160.jpg ?x-0ss-

process=video/snapshot,t_0,m_fast,ar_auto,w_300",
"mediaType": 0,
"time": 1631761794,
"userlD": "open-4814n211-8789-95p3-0840-972159218n8s",
"userName":"$A#E A"
b
"watermark": {

O"watermarkiD":1444928478914561,
"watermarkldentification":"182ba62d-257e-11ec-5660-3f95007345e9",
"photolD": 29043766,
"userID": "open-4814n211-8789-95p3-0840-972159218n8s",
"watermarkName": "Tf212%",
"time": 1631761794,
"addr": "Jb - L ERE"
"weather": "i§ 28° Faib X 24",
"Ing": "113.133652",
"lat": "29.376331",
"altitude": "46.8",
"extends": []

}
}

R E R

JAVASCRIPT

{
O"code": 200,
O'msg™: ™

}

8 RAMBHIR

ZcodelBETRE T 2000t , REIERIEM dataFanull

codefd el

200 Integer
2001 Integer
400 Integer
401 Integer
403 Integer
404 Integer
500 Integer
4007 Integer
4008 Integer
4009 Integer
4010 Integer
4011 Integer
4012 Integer
4013 Integer
4014 Integer
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HRAE
success

you can query a maximum of 1000 records,
please be precise with your query conditions

param error
verify error

forbidden

not found

service error

group key or secret not right

you can query a maximum of 1000 personnel
information at a time

time param error
you can query longest of 180 days data

you can use a maximum of three keywords to
search

one keyword contain a maximum of 15
characters

not support watermark ids query

trial expired (XA ENH )



S BKMAINFTFREE

codef& el HRAE

4015 Integer trial quota exhausted ( IZARAXRBERAR )
4016 Integer service closed ( ZREZEEA )

4017 Integer rate limited ( XX QPS BREL , EAAPRT )
1018 Integer entitlement missing ( R4 BR A E R XT B AR SS

Wzt )

quota exhausted ( ERIKF R E APl I E

4019 Integer 154 AP BRRKEAR )

S BIKEN#EHlapiB R3H - 31



